Preliminary results indicate this system has significant potential for revealing anomalies in large network systems.
INTRODUCTION
By defmition, an intrusion is somebody attempting to break into or misuse your system. The word "misuse" is broad, and can reflect something as severe as stealing confidential data to something benign such as misusing network resources. An Intrusion Detection System (IDS) is a system for detecting such intrusions [1] .
An IDS' primary means of identifying an intrusion is by the use of signatures. Signatures are predefined patterns that may indicate a specific attack or anomaly. A signature based IDS monitors network traffic searching for bit patterns that match its database of signatures.
The use of signature patterns to identifY intrusions is a quick and efficient process at the expense of flexibility and adaptability [2] .
IDS
developers constantly produce signature updates because, if a signature is not in the database, the IDS will not detect the intrusion. Also, due to the U.S. Government work not protected by U.S. copyright.
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availability of malicious software on the Internet.
anyone with sufficient knowledge in computer programming can make quick modifications and produce undetectable malicious code.
This paper presents a method that will potentially allow a network analyst to use other means (non-signature based) to detect and identifY intrusions. The process described in this document does not depend on signatures. Rather, it uses a mathematical model [3] Once the states are defmed, the next step in the Thenninator process is to detennine the individual probability of each state. Each state will have a total time in which the network occupied that state and the number oftimes that the state occurred.
The probability, P, for a given state simply equals the time, k, dedicated to that state over the stUn of the times associated with all the states during a given measurement period.
Further, if m is the total number of unique states in the system, and lTk is the number of occurr ences of state k over the entire measurement period, then the "rate" of occurrences of a given state during the measurement period, q k ' is Jtk over the time in state k. The significance of It and q k will be developed in the next section.
Once a probability measure is assigned to a state the system entropy is determined by computing the partial statistical entropy for each individual element and then summing all of the partial entropies to achieve the system entropy during a di screte measurement period, t, as shown in equation
The state-based statistical nature of this system, where transitions between states may take place at any instance of time, can be represented as a continuous time Markov chain. In this case, qlr represents the rate of transition through state k and the generator of the process, Q, is a function of the discrete transition probability matrix associated with the Markov chain.
In the form of Maxwell ( [6] ), � can be alternatively represented as: (4), which more accurately reflects the internal formula used in the Thenninator process:
Energy depends on the summation of the individual state's energies, or Rio weighted by the probability associated with that state. The total energy of the system can thus be described with equation (5):
energy/ = :L(P"Hk) (5) 
The def mition of f(1 used in the Therminator process is dependant on the state progressions m/ and m(I./). The state progressions must be sufficiently comparable to ensure the underlying assumptions hold true in order to de:fme (jl in the mann er discussed below. If the state progressions are sufficiently similar, then the following relationship can be shown to hold:
The interested reader may :fmd a detailed derivation of equation (7) Making the substitutions into the above equations, the temperature at time t c:m be calculated using the following equations: Figure 3 iHustrates the components of the graphical display provided by the Thenninator program.
In the upper left hand comer is the window containing a graph of tbe computed entropy, energy, and temperature. The upper half of the main window, sometimes referred to as "Thermal Towers", shows the average number of balls in a bucket for a given period of time, while the lower half of the main window, referred to as the "Thennal
Canyon," shows the sorted state counts produced during a measurement period.
The curves produced when ranking the states by their counts is analogous to the Boltzmann curves of probability versus energy state of molecules in a gas [5] . Using the Boltzmann 
IMPLEMENTATION AND OBSERVATIONS
The present manifestation of Therminator was designed for IP networks. Bucket assignment may be detennined by any of the foilowing This flood consisted of 6,032 ICMP echo requests/replies within a ten second time frame. lCMP echo requests and replies are not necessarily anomalous, however the owner of the system was logged off and at home requiring notification of the local CER T for further investigation.
An important point to note, Thenninator was the only system that captured this event. 
